Power over Ethernet
Inside or Outside the Switch?
IEEES02.3af

What to consider when using
Ethernet for Power distribution




Independent View

PowerDsine invented and owns the
patents for the intellectual property for
Power Over Ethernet (PoE). PowerDsine
supplies its PoE chipsets to most of the
switch manufacturers in the VoIP, Wireless,
IP security and RFID market place.
PowerDsine also manufactures the widest
range of power injectors called Midspans.
Whichever way you decide to implement
PoE, you will most likely become a user
of PowerDsine products. This puts us in
a unique position to provide an objective
* guide for when to use PoE integrated into
your Switch or externally via a power
injector called a PoE Midspan.




New IEEE Standard Powers the Future

You have no need for concern. PowerDsine
invented PoE in 1997 and the first power
injector ( Midspan) was installed in 1998.
Many manufactures partnered with
PowerDsine to make use of this
innovation. The Institute of Electrical and
Electronic Engineers (IEEE) was
approached to form an international
standard to facilitate wide spread
deployment of the technology.

In June of 2003 the PoE specification
became the IEEE 802.3af standard
defining the delivery of safe power over
standard Ethernet cables, Cat5 and Cat5E.

PowerDsine assisted the industry further
by providing a service to Ethernet device
manufacturers to test conformance with
the new standard.

To date, over three hundred terminal
devices have been compliance tested by
PowerDsine, including most of the leading
voice over IP telephones, wireless access
points and IP security cameras. Today the
University of New Hampshire, being vendor
independent, is the official conformance
testing body appointed by the IEEE.
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Why Power over Ethernet (PoE)?

Whether you consider running IP telephony
across your existing data network, or
extending the reach of the network with
strategically placed wireless access points,
or just adding a physical security layer to
your premises with IP cameras, the risk of
possible failure is increased by having
remote devices that need AC power
connections. Losing data during a power
outage is one thing, but losing data, voice
and the company security is something
else entirely.

A common goal is to consistently achieve
99.999% availability with 5.3 minutes of
downtime per year or less. Simply by
connecting a UPS to a PoE source in the
communications room, the entire network,
including the remotely located resources,
is capable of continuous operation during
a power outage. Most UPS’s also provide
for surge protection which is normally
unavailable for remotely connected devices,
the disruption created by power surges is
more common than that created by power
outages.

Manage the Risk

To understand the risk, here are some stats
reported for North America but are
generally applicable to any location. The
average number of power outages
sufficient to cause IT system malfunction
per year at a typical site is 15.

*  90% of the outages are less than five
minutes in duration.

*  99% of the outages are less than one
hour in duration.

* Total cumulative outage duration is
approximately 100 minutes per year.

Based on the theoretical availability and
the power protection strategy to achieve
five nines or higher, Power over Ethernet
sources must be backed up by a UPS.
system with a minimum of one hour battery
life. This will protect the vast majority of
systems.




How’s the Economics?

and safety issue associated with AC power
provisioning, which usually means that the
power must be channelled into the wall or
supplied through metal conduit. This can
increase the costs by a factor of 10. The
alternative is to run an Ethernet cable from
the Wireless Access point to the Switch or
Router. It is very simple, at this location,
to connect to a PoE port on the Switch or
to use a one port power injector. Either way
no AC contactor is needed and worst case
scenario you are looking at $50 for the
PoE port.

You save money, installation is quicker and
easier and there is no disruption while
holes are cut into walls. Is there something
useful you can do with the money you
saved on the installation? Buy a UPS.

For IP telephony, scalability is important;
for wireless and security systems, the
location is crucial. Understanding one
example of the installation costs will
highlight the benefits to be gained from
PoE in each scenario.

If you are installing a Wireless Access point,
you tend to put it in ceiling or high up on
a wall out of reach of the general public.
This area is usually void of AC outlets,
therefore to power the units traditionally
an AC contractor is needed to install an
outlet. In a private area, average costs are
in the region of $200 dependent on
country. In public areas, there is a health




1. Understand the Options for Delivering PoE

IEEEB02.3af allows for switches to
provide power on the Data Pair or the
Spare Pair. Most switches select the
Data Pair. If you are considering
separate Power Injectors called
Midspans, the standard states they
must use the spare pairs. Therefore
you should check your cabling
installation to see if you have all pairs
or only data pairs. Note that most
Midspans cannot be used on a Gigabit
connection because there are no
Spare Pairs in a Gigabit installation.
This is why PowerDsine has the 6000G
range to support Gigabit connections.

An Ethernet cable connected to a PoE
source will not carry power if no end
device is connected. The IEEE 802.3af
standard requires that the source first
tests the connected device for
compliance to the standard before
enabling power. After passing the
signature test for compliance, a
second test is carried out. This test is
to determine the amount of power
required at the remote location. This
information is recorded by the power
source as the Class of PoE.

Pre-standard Cisco powering method
is different from IEEE802.3af in the
polarity of the power on the connector
and the signature of the end device.
So if these devices have to be
supported, you will need to know how
the cable connection can rectify the
polarity of the power and how the
power source, Midspan or Switch, can
recognize the Cisco signature.

N

Pre-Standard capacitive test. There
are still legacy devices in the market
that were early adopters of PoE and
implemented a pre-standard signature
based on capacitive signature, which
is different obviously from today’s
resistive test.

Devices that do not conform to the
PoE specifications can still benefit with
the use of a Splitter. The Splitter is
mounted next to the remote device
and receives the PoE Ethernet cable
ac input. It then splits the out put into
a standard Ethernet data connection
and a separate DC power connection.




2. Understand the Power Requirements of
Attached Devices
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According to the IEEE 802.3af standard, the amount of
power available after 100 meters of Catb or cat 5E cable,
is up to 12.95 watts. See below the typical power
requirements of the most common IP devices. The power
consumption of each IP device can be found at the technical
specifications of the manufacturer’s data sheets.
IEEE802.3af power is 15.4 watts at the power source and
12.95watts at the Powered Device. However part of the
standard’s specification involves testing the class of power,
which refers to the specific power requirement of the end
device.

As an example, a 7 watt device is Class 2. Manufacturers
marketing departments are using this as a tool instead of
saying their Switch only supplies 7 watts they say their
Switch is a Class 2 PoE conformant device. This is a problem
if Wireless AP, Video IP phones or many security cameras
should be powered, as these devices require more power
than 7W (Class 2).

The standard mechanism when a device requires more
power than can be delivered is to disable the power. The
solution from the Switch manufacturers is to provide
additional external power supplies.

Note: when installing PoE switches with class 2 PoE, you
should check the cost and sizing of adding external power
supplies before deciding whether to have internal or external
PoE capabilities.

@ You do not have to worry about powering non compliant

devices ,such as Printers, Fax machines or PC’s because
these devices do not carry the IEEE802.3af signature, thus
the ports will automatically disable power. However if you
are using integrated PoE on a 24 port networking blade and
many of the ports are supporting non powered devices, it
might be more prudent to use a Midspan and only connect
powered ports to the devices that need it. This will lower the
overall cost of the installation.




3. Caution regarding Full Power & Forced Power

@ The question of using managed power

or full power has to be considered. Full
power is where the power delivered by
all ports simultaneously is 15.4 watts.
This looks like an attractive option,
however the issue to consider is the
actual power requirements in an
organization. If the installation mainly
consists of IP phones with power
consumption of 3-5 watts per phone,
the overall power consumption will be
in the range of 120W. Thus, putting a
24 port PoE injector in the computer
room delivering 400 watts is false
economy. All systems installation teams
have to calculate the BTU’s and Airflow
requirements in the computer room to
ensure the air conditioning systems can
perform adequately. A better solution
is to use power injectors that use the
Class of Power information to manage
the power delivery to the ports that
require higher levels. Power
management allows the automation of
efficient power distribution from a power
injectors with smaller power supplies.

@ Some PoE injector manufacturers are

using the term Forced Power. This is
where they leave the power on
continuously. This is outside the
standard. The IEEE802.3af requires
that power is removed within 47 milli-
seconds of disconnect. The reason is
that an engineer might be swapping
cables at a ‘cross connect panel’ and
by accident connect a powered port into
a PC connection. Today, PC’s cannot be
powered using PoE thus 48volts can
burn out the Ethernet port at the
computer side and it also runs the risk
of damaging Switch ports.
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4. Cable Specifications Often Missed

@ In order to avoid EMI from noise
generated by the power source, it is
important to conform to the cable
specifications of Cat5 and Cat 5E. Among
the crucial tests is crosstalk. Devices
that do not conform to these
specifications will generate excessive
errors into the data path. The worst case
of cross talk we have measured to date
from an uncertified power injector is
taking a 10mbps link and dropping it to
1mbps.

@ There is a defined limit to the current

that can be sent down a pair of twisted
wires. Currently the ITA specification is
175milliamps on one pair of cables.
According to the IEEE802.3af
specification for delivering the required
power, it is 350 milliamps on two pairs.
PoE is running the cable at its maximum
allowed capacity. Therefore there is a
real need for effective current protection
to prevent failing end devices from
drawing too much current and causing
cable faults.

5. Evaluate Internal Power or Separate Midspan Units

-

Here are some of the questions to consider
when evaluating how to deploy PoE:

@ How old are your Switches and do they
have the features such as QOS that fit
your requirements? Midspans were
designed to be used with any switch and
save on the expense and time involved
in doing an upgrade to the switch to
implement a PoE solution. Midspans can
be installed while the network is live with
zero down time.

@ Will the proposed Switch have the correct
power level to support all devices, or are
additional external power supplies
needed? What are the costs of these
external PSUOs? How much rack space
do they take? Can they be redeployed if
you change your supplier?

@ What is your history of upgrades?
Companies keep their networking
switches for 3-10 years.

Over the last 5 years how many adaptors
did you swap out of the switch for new
ones, most probably, with new features?
If you are doing 2D3 upgrades, then you
will buy power 2D3 times if it is integral
to the switch. Compare the purchase
cost (over 5 years) between integrated
PoE and external Midspans which are
designed to be part of the cabling
scheme and last for 10 years.

@ How much rack space does the Switch’s

external PSU take? Midspans consume
rack space. 48-port Midspan from
PowerDsine takes 1U.

@ In some cases, integrated PoE will be a

better strategy for powering terminals
with low power consumption. However,
when an external power supply is
required for higher power levels, a
Midspan solution might be your cost
effective choice.




6. Managed or Unmanaged PoE?

@ PoE Midspans can be SNMP managed
or unmanaged. The areas of relevance
to most enterprises are power
consumption and the ability to remotely
control Power On - Power Off.
Management data and control functions
need to be secured against
unauthorized personnel. A hacker
intruding into your network could use
the power to disable all peripheral PoE
devices.

@ Wireless Access Points and Security
Cameras tend to be installed out of
reach of the public. This means they
are also not very accessible to

engineers. The ability to remotely
perform a power on reset could be
extremely useful.

IPT requires that all IP phones be
powered. SNMP management might be
useful as the controlling tool for
applications that can power telephones
on and off when the relevant staff has
passed security into the building and
powering the phones off when they
leave. It might be interesting for energy
conservation to use batch files to enable
telephones during work hours and
disabling telephones in the evenings,
weekends and holidays.
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SNMP remote network management tool

Enterprise users might need to account for power usage by the different departments
inside the company. Therefore consideration should be given to the ability of the PoE
system to monitor power consumption of the remote devices. Also on power failure,
when the UPS kicks in, the management could use a priority scheme to ensure that as
the power outage continues, the power is directed to key resources. This management
of failed power distribution could enable cost savings in the size of UPS needed for any
given scenario. This will extend the life of the UPS support and it is a non linear function.
If you halve the load on a UPS, it doesn’t last twice as long, but more like 3-4 times as
long. Better value and increased business continuity.




Conclusions

@ PoE is a must. Savings in power outlet

installation costs, the speed of
installation and the lack of disruptions
to office environments are good
justifications for POE Midspan. The use
of a central UPS’s in conjunction with a
Midspan to deliver the UPS service to
remote locations is a better justification
for PoE.

Use the Integrated PoE supplied with
the switch unless you need higher power
than its standard PSU can deliver. Use
a Midspan for all additional power and
high power requirements.

Choose units that conform to the IEEE

standard and legacy support where
needed.

@ Ensure that they conform to EMI and
Xtalk specification and have current
protection. The biggest single investment
in your network infrastructure is the
cable plant so you should protect it.

It is recommended to use power
management SNMP v3 for secure
control, monitoring and management of
power distribution. It allows you to control
an orderly shut down of connected
devices, and optimize the power backup
of the UPS in the system.
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